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(57) Abstract: A computer device (65) has a coupling device (1) for coupling to a computer serial bus. A primary control device 
(60) is coupled to the coupling device (1). A computer pointing mechanism (62) is coupled to the rmmary control device (60) and a 

2 data storage device (10) is coupled to the primary control device (60). The primary control device (60) controls data flow between the 
coupling device (1) and each of the computer pointing mechanism (62) and the data storage device (10). The data storage device (10) 
includes an interface device (2) coupled to the primary control device (60), a memory control device (3) and a non- volatile solid-state 
memory device (4). The memory control device (3) being coupled between the interface device (2) and the memory device (4) to 

^* control the flow of data from the memory device (4) to the interface device (2). 
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A Computer Pointing Device 

The invention relates to a computer pointing device. 

5 Conventional computer pointing devices generally perform only one function. 
That is, to enable a user to point to data or information, select an action or 
perform commands on a computer by interacting with a display device also 
connected to the computer. 

10 In addition, there is now a number of different devices that also require to be 
connected to the computer such as external memory drives and other 
peripherals. Therefore, it is becoming necessary to have more and more 
connections for the various peripheral items. 

15 In accordance with the present invention, there is provided a computer pointing 
device comprising a coupling device for coupling to a computer serial bus, a 
primary control device coupled to the coupling device, a computer pointing 
mechanism coupled to the primary control device and a data storage device 
coupled to the primary control device, the primary control device controlling data 

20 flow between the coupling device and each of the computer pointing 

mechanism and the data storage device; the data storage device comprising an 
interface device coupled to the primary control device, a memory control device 
and a non-volatile solid-state memory device, the memory control device being 
coupled between the interface device and the memory device to control the flow 

25 of data from the memory device to interface device. 
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An advantage of the invention is that by providing a computer pointing device 
including a data storage device, the computer pointing device can be used as 
both a computer pointing device and a data storage device. In addition, there is 
5 also the advantage that, as the data storage device comprises a non-volatile 
solid-state memory device, it. is possible to provide a data storage device which 
may be coupled to a computer having a serial bus port and which does not 
include moving parts or require a mechanical drive mechanism to read the data 
from the data storage device. 

10 

Preferably, the data storage device is located wholly within a housing of the 
computer pointing device, and is typically, not removable from the computer 
pointing device. 

is Preferably, the data storage device receives and outputs data in the same 
format as the computer serial bus to which the computer pointing device is 
intended to be coupled. 

Preferably, the computer pointing mechanism comprises a conventional 
20 computer mouse mechanism. 

Preferably, the non-volatile solid-state memory device is a read/write memory 
device, such as a flash memory device or an electrically erasable 
programmable read only memory device (EEPROM). 



25 
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Preferably, where the memory device is a read/write memory device, the 
memory control device controls the flow of data to and from the memory device. 

Typically, the computer pointing device further comprises a manually operated 
5 switch movable between a first position in which writing of data to the memory 
device is enabled, and a second position in which writing of data to the memory 
device is prevented. 

Preferably, the memory control device may include a read only memory, that 
10 stores a program to control the operation of the memory control device. 
Preferably, the memory control device Is a micro-controller. 

Typically, the interface device comprises a universal serial bus (USB) driver to 
convert data between a USB format and a PC format, and the coupling device 
15 comprises a USB coupling device. 

Alternatively, the interface device comprises a driver for IEEE 1394 (Firewire) 
protocol, and the coupling device comprises a Firewire coupling device. 

20 An example of a computer pointing device in accordance with the invention will 
now be described with reference to the accompanying drawings, in which: 

Figure 1 is a block diagram of a computer pointing device including a 
data storage device; 
25 Figure 2 is a schematic block diagram of the data storage device; 
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Figure 3 is a flow diagram showing the initial setup of the data storage 
device by a software supplier; 

Figure 4 is a flow diagram showing the initial setup of the data storage 
device by an end user; 
5 Figure 5 is a flow diagram illustrating the operation of the computer 

pointing device; and 

Figure 6 is a flow diagram showing operation of the data storage device. 

Figure 1 is a block diagram showing a computer mouse 65. The mouse 65 
10 includes a USB connector 1 that is coupled to a USB hub controller 60. The 
USB hub controller 60 is also coupled to an output 61 from a conventional 
computer mouse mechanism 62 and to a data storage device 10 that is 
mounted within the housing of the mouse 65. Hence, the external appearance 
of the mouse 65 is similar or identical to a conventional computer mouse. 

15 

Figure 2 shows in more detail the data storage device 10 that is coupled to the 
USB hub controller 60. The data storage device 10 comprises a USB interface 
device 2 that is coupled to the USB hub controller 60. The USB interface 
device 2 is also coupled to a micro-controller 3 that is coupled to a flash 
20 memory 4. The micro-controller 3 includes a read only memory (ROM) 5 that 
stores a program to control the operation of the micro-controller 3. 

The operations performed by the micro-controller 3 include comparing 
passwords entered by a user with a corresponding password stored in the flash 
25 memory 4 to determine whether the user is authorised to access the contents of 
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the flash memory 4. The program stored in the ROM 5 also controls the data 
flow to and from the flash memory 4 and can also detect whether the computer 
to which the memory device 1 is coupled has installed software programs that 
correspond to passwords stored in the flash memory 4. The micro-controller 3 
can automatically retrieve passwords from the installed software to compare 
with passwords stored in the flash memory to verify that a user of the computer 
is authorised to access and run the software. In addition, the program stored in 
the ROM 5 also permits the setting of a password in the flash memory by a 
software supplier to correspond to the password contained in software supplied 
to a user. Typically, the password may correspond to the serial number of the 
software. 

The flash memory 4 is typically divided into a number of different sections or 
zones. Typically, the flash memory is divided into two zones and each zone 
has a unique password. If the data storage device 10 is supplied with packaged 
software, the software serial number can be set in one zone to be the password 
to permit a user to access and use the software. The other zone, which can be 
used typically for storing a user's data, may have a separate password that is 
set by the user. Typically, the passwords are stored in a secure location of the 
flash memory in an encrypted form. The encryption, decryption, data flow 
control and USB protocol are all managed by the micro-controller 3. 

The micro-controller 3 also includes a random access memory (RAM) 6 which is 
a temporary storage area to permit functioning of the micro-controller 3. In 
addition, a manual switch 7 is coupled between the flash memory 4 and the 
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micro-controller 3. The manual switch 7 is located on the external surface of 
the mouse 65 and is movable between a first position, in which a user may write 
data to the flash memory 4, and a second position, in which data is prevented 
from being written to the flash memory 4. 

The mouse 65 may also include a USB socket (not shown) that is coupled 
directly to the USB connector 1 and permits other USB devices to be coupled to 
the USB via the mouse 65. For example, if a user wishes to increase memory 
space, a USB connector of a second memory device 10 may be connected to 
the USB socket. 

Figure 3 is a flow diagram showing the set up procedure for the device 10 for a 
software supplier when the software supplier intends to supply the mouse 65 as 
an authentication device for the software. Firstly, the connector 1 is plugged 
into 20 a USB socket on a computer. After the mouse 65 has been plugged into 
the USB socket on the computer, a communication is established 21 between 
the computer and the device 10. The software supplier has pre-installed 
installation software on the computer which is run by the operator. From the 
pre-installed software, the operator selects password set up installation 22, in 
response to which the pre-installed software requests the operator to enter a 
password or serial number corresponding to the software with which the device 
10 is to be supplied. The password or serial number is then encrypted 26 and 
stored 27 in the flash memory 4. 
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Figure 4 is a flow diagram showing the initial set-up of a password for zone 2 of 
the flash memory 4 by an end user. The mouse 65 is typically supplied with 

i 

driver software for the device 10 that is loaded by the user onto the computer 
prior to set-up of the device 1 0. To set-up the password for zone 2 the user 

5 plugs in 20 the mouse 65 into a USB port on the computer and communication 
21 is established between the computer and the device 10. The user then runs 
the driver software and the driver software enters a password installation set-up 
mode 23 for zone 2. The user then enters 28 a password that they wish to use 
to prevent unauthorised access to zone 2 of the flash memory 4. The password 

10 entered is then encrypted 29 and stored 30 in the flash memory 4. 

After an end user has performed the initial password set up procedure 
described above and shown in Figure 4, when a user plugs in 20 the mouse 65 
to a USB port on a computer, the computer will establish a communication 21 

15 with the mouse mechanism 62 and the device 10, as shown in Figure 5. When 
the communication with the device 10 is established, the computer first checks 
33 an installation status flag stored in the flash memory 4 (see Figure 6). If the 
status flag is "Y", the device 10 outputs 34 an "OK" flag to the computer. The 
micro-controller 3 then instructs the computer to issue a request 35 to the user 

20 to select the zone that they wish to enter. If the status flag is "N", the device 
does not output an "OK" flag to the computer, and goes straight to step 35. In 
response to the request 35 for zone selection, the user selects 36 either zone 1 
or zone 2. 
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If zone 1 is selected, the device 10 assumes that the user wishes to install 
software on the computer that is stored in the flash memory 4 and requests 37 
the appropriate password for confirmation that the user is authorised to install 
the software. The micro-controller 3 receives the password entered by the user, 
5 retrieves the zone 1 password stored in the flash memory 4, decrypts the zone 
1 password and compares it with the password entered by the user to 
authenticate 38 whether the user is authorised to install the software. If the 
passwords do not match, the device 10 prompts the computer to request 37 the 
user to enter the password again. 

10 

If the password entered by the user matches the password stored in the flash 
memory 4, the micro-controller 3 starts 39 the software installation from the 
flash memory 4 to the computer. In order to install software, the computer 
sends 40 a read/write command in USB format to the micro-controller 3 for 

15 data, the micro-controller 3 retrieves the requested data from the flash memory 
4, converts the data to a PC format compatible with the operating system of the 
computer. For example, this may be FAT 16 or FAT 32 format. The micro- 
controller 3 then sends 41 the data to the interface device 2. The device 2 
converts 42 the data to USB format and outputs the data to the computer 

20 through the USB hub controller 60 and connector 1. The micro-controller 3 then 
checks 43 whether the software installation is complete. If the operation is not 
complete, the operation returns to step 40. If the installation of the software is 
complete, the status flag stored in the flash memory 4 is changed to u Y n . 
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If a user selects zone 2, the microcontroller 3 sends a command to the 
computer to request 46 the user to enter the password for zone 2. When the 
user enters the password, the computer sends the password to the micro- 
controller 3. The micro-controller 3 retrieves the password for zone 2 from the 
5 flash memory 4, decrypts 47 the password and compares it with the password 
entered by the user. If the password entered by the user is incorrect, the 
operation returns to step 46 and the computer requests 46 the user for the 
password again. 

10 If the password entered by the user is correct, the user has access to zone 2 of 
the flash memory 4 to read data from the flash memory 4 and to write data to 
the flash memory 4. However, data can only be written to the flash memory 4 if 
the manual switch 7 is in the position to permit data to be written to the flash 
memory 4. In order to read or write data from or to the flash memory 4 a read 

15 or write command is sent 48 by the computer using USB protocol to the micro- 
controller 3. In response to a read command the micro-controller 3 retrieves 49 
data from the flash memory 4, converts the data to a PC format compatible with 
the computer operating system, such as FAT 16 or FAT 32. The micro- 
controller then sends the data to the interface device 2 for conversion 50 to 

20 USB format and then output to the computer. In response to write command, 
the micro-controller receives data from the interface device 2 to write to the 
flash memory 4. 
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The micro-controller 3 then determines 51 whether the read or write operation is 
complete. If the operation is not complete it returns to step 48. If the operation 
is complete the operation terminates 52. 

5 While the computer is reading/writing to the data storage device 10, the mouse 
65 can be used as a conventional computer mouse by a user and the USB hub 
controller 60 acts as a multiplexer to control task switching between the mouse 
mechanism 62 and the data storage device 10. 

10 The mouse 65 described above is for coupling to a universal serial bus (USB). 
However, the connector 1 , the USB hub controller 60, the interface device 2 and 
socket 8 could be for use with any suitable computer serial bus. For example, 
the device 10 could be modified for use with IEEE 1394 (Firewire) protocol by 
substituting the USB connector 1, USB hub controller 60, USB interface device 

15 2 and USB socket 8 with a Firewire protocol compatible plug, hub controller, 
interface device and socket respectively. 



An advantage of the mouse 65 described above is that it combines a computer 
pointing mechanism with a data storage device. This is especially useful with a 
20 laptop, notebook or other portable computer where the number of serial ports, 
and especially USB ports, is limited. In addition the mouse 65 by its very nature 
is portable and the data storage device does not require a mechanically 
operated reading/writing device. 
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CLAIMS 

1 . A computer pointing device comprising a coupling device for coupling to 
a computer serial bus, a primary control device coupled to the coupling device, 
a computer pointing mechanism coupled to the primary control device and a 
data storage device coupled directly to the primary control device, the primary 
control device controlling data flow between the coupling device and each of the 
computer pointing mechanism and the data storage device; the data storage 
device comprising an interface device coupled to the primary control device, a 
memory control device and a non-volatile solid-state memory device, the 
memory control device being coupled between the interface device and the 
memory device to control the flow of data from the memory device to the 
interface device. 

2. A device according to claim 1 , wherein the data storage device is located 
wholly within a housing of the computer pointing device. 

3. A device according to claim 1 or claim 2, wherein the data storage device 
is not removable from the computer pointing device. 

4. A device according to any of the preceding claims, wherein the data 
storage device receives and outputs data in the same format as the computer 
serial bus to which the computer pointing device is to be coupled. 

5. A device according to any of the preceding claims, wherein the computer 
pointing mechanism is a computer mouse mechanism. 
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6. A device according to any of the preceding claims, wherein the non- 
volatile solid-state memory device is a read/write memory device. 

7. A device according to claim 6, wherein the read/write memory device is a 
flash memory device. 

8. A device according to claim 6 or claim 7, wherein the memory control 
device controls the flow of data to and from the memory device. 

9. A device according to any of claims 6 to 8, further comprising a manually 
operated switch movable between a first position in which writing of data to the 
memory device is enabled, and a second position in which writing of data to the 
memory device is prevented. 

10. A device according to any of the preceding claims, wherein the memory 
control device comprises a micro-controller. 

11. A device according to any of the preceding claims, wherein the coupling 
device comprises a universal serial bus (USB) coupling device and the interface 
device comprises a USB driver. 

12. A device according to any of the preceding claims, wherein the coupling 
device comprises an IEEE 1394 (Firewire) protocol coupling device and the 
interface device is a Firewire protocol driver. 



WO 02/46904 



PCT/SGOO/00195 



1/5 





0> 



rj*\ O O 



WO 02/46904 




PCT/SGOO/00195 



2/5 




lo 



D12 (Driver) 



Micro-Controller 



ROM 



RAM 



ru 



Flash Memory 



Hard-lock Switch 

■tr 



Figure 2 



WO 02/46904 




PCT/SGOO/00195 



3/5 



I 

X 

Establish Communication between 

PC / Device 



J 



Select Password Setup j 
Installation 



Enter password or 
serial number ✓ 



Encryption by 
password 



Store encrypted 
password 



ar 



Figure 3 



5 _ 



Establish Communication between 
PC / Device 



Select Password Setup 
Installation ; 



Enter password 



Encryption of 
password 



i 



Store enrypled 
password 



-as 



Figure 4 



WO 02/46904 




PCT/SG00/00195 



5/5 



54' 



7. 

Stun 



Establish Communication 
Between PC/Device 



Return OK 
flag To PC 




Request For 
Zone Selection 



1£~ 




Request For Passv/ord 



| Request For Password 



Start Software Installation,^ 

4-o 



Send read/write command in 
USB format to MCU for data' 



Get Data From Flash memory 
and return It back to driver ' 



Driver convert data back to 
u££ format and return to PC 



N 




4-3 



| Genera! Status Rag rf y, 



44 




Send read/write command in 
USB format to MCU for data 



Get Data From Flash memory 
and return it back to driver r 



Driver convert data back to 

Usfe format and return to PCr~ 5? Q 




Plug Out 



pmg out j o^ ^S" 



Figure 6 



INTERNATI 



<# 



SEARCH REPORT 



InternaM Kpi 

PCT/sWo/ 



licalion No. 
0/00195 



CLASSIFICATION OF SUBJECT MATTER 

IPC 7 : G06F 3/033 

According to International Patent Classification (IPC) or to both national classification and IPC 


B. FIELDS SEARCHED 


Minimum documentation searched (classification system followed by classification symbols) 

IPC 7 : G06F 


Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 


Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 

WPI 


C. DOCUMENTS CONSIDERED TO BE RELEVANT 


Category 


Citation of document, with indication, where appropriate, of the relevant passages 


Relevant to claim No. 


A 

A 


EP 0703544 A (IBM) 27 March 1996 (27.03.96) 
claim 1,2, fig.1. 


1-4,6 


A 


US 5646646 A (CANON) 8 July 1997 (08.07.97) 
claim 1, fig. 4,5,6. 


1 


A 


US 5490096 A (Tokyo Shibaura) 6 February 1 996 (06.02.96) 
claim 1, 14; fig.1. 


1 


A 


US 5583538 A (Canon) 10 December 1996 (10.12.96) 
claim 1, fig. 1. 


1 


I I Further documents are listed in the continuation of Box C. 


See patent family annex. 




* Special categories of cited documents: 

„A" document defining the general state of the art which is not 

considered to be of particular relevance 
„E" earlier application or patent but published on or after the international 

filing date 

„L" document which may throw doubts on priority claim(s) or which is 
cited to establish the publication date of another citation or other 
special reason (as specified) 

„0" document referring to an oral disclosure, use, exhibition or other 
means 

,JP" document published prior to the international filing date but later than 
the priority date claimed 


„T" later document published after the international filing date or priority 

date and not in conflict with the application but cited to understand 

the principle or theory underlying the invention 
„X" document of particular relevance; the claimed invention cannot be 

considered novel or cannot be considered to involve an inventive step 

when the document is taken alone 
„Y" document of particular relevance; the claimed invention cannot be 

considered to involve an inventive step when the document is 

combined with one or more other such documents, such combination 

being obvious to a person skilled in the art 
„&" document member of the same patent family 


Date of the actual completion of the international search 

4 July 2001 (04.07.2001) 


Date of mailing of the international search report . 

16 August 2001 (16.08.2001) 


Name and mailing adress of the ISA/AT 

Austrian Patent Office 
Kohlmarkt 8-10; A- 1014 Vienna 
Facsimile No. 1/53424/535 


Authorized officer 

MIHATSEK 

Telephone No. 1/53424/329 



Form PCT/ISA/210 (second sheet) (July 1 998) 



INTERNATIONAL SEARCH REPORT [H^W 
o^^^patent family members T^H^K 



anal application No. 

lntormatiJB|Wpateiit ramiiy members I T^H^SG 00/00195 



Patent document cited Publication Patent family Publication 

in search report date member(s) date 



EP 


Al 703544 


27-03-1996 


JP 


AC 


807 6920 


22-^3-1 996 








US 




61 374 76 


24-] n-2nnii 








us 




59237 57 


13-07-1999 








us 






27 —07—1 999 








us 


a, 


6067O76 


23— 05-°000 








us 






06-06-^000 








JP 


A2 


111 cnsd 7 


O?— Ofi-1 OQO 


I to 


t\ 3 4 9UU7Q 




Chi 


a 
rt 


XUOlUUb 












D 
D 


iUDOD / O 


l D— l l — _I»tlf I 












ennii •jci 
DUUS JOl 


1 A Ml 1 An 1 


US 






JP 




bl Uo o JlO 


pii— uo— l yMf> 








JP 


B4 


301 3593 


22-02-1 991 


US 




A 5646646 


08-07 — 1 9 3 ' 


AT 


E 


13964 2 


15-07-1996 








AT 


E 


17 954 0 


15-05-1999 








AU 


Al 


41757/89 


09-08-1990 








AU 


B2 


617006 


14-11-1 991 








DE 


CO 


68926704 


25-07-1 996 








DE 


T2 


68926704 


09-01-1997 








DE 


CO 


68928983 


02-06- 1 999 








DE 


T2 


68928 983 


16-12-1999 








EP 


A2 


361471 


04-04-1990 








EP 


A3 


361471 


27-01-1933 








EP 


A2 


706166 


10-04-1996 








EP 


A2 


706167 


10-04-1996 








EP 


Bl 


361471 


19-06-1996 








EP 


A3 


7061 66 


11-09-1996 








EP 


A3 


706167 


20-11-1996 








E P 


Bl 


706166 


28-04-1999 








Jp- 


A2 


^.0934 91 


04-U4-199' 1 








JP 


B2 


2801218 


21-09-1 99h 








KR 


Bl 


O t ^ o n 

9205329 


02— 07-1 v 92 








US 


A 


534 5250 


06-09-1 394 








us 


A 


535934 4 


25-10-1 994 








US 


A 


554 3817 


06-08-1996 








US 


A 


5574 47 6 


12-11-1 996 








US 


A 


5657042 


12-08-1 997 








US 




3 © / 1 t UO 


JL*i— XU — 197 / 








US 


A 


5784043 


21-07-lQOM 








US 


A 


5818410 


OG-10-lO^H 








JP 


A2 


2093583 ' 


04-04-1990 








JP 


B2 


2738845 


08-04-1900 








JP 


A2 


2093584 


04-04-199'"* 








JP 


B2 


2738846 


08-04-1998 








JP 


A2 


2099991 


11-04-1990 








JP 


B2 


2770961 


02-07-1998 








JP 


A2 


2101495 


13-04-1990 








JP 


B2 


2662427 


15-10-1997 








JP 


A2 


2103094 


16-04-1990 








JP 


B2 


2714053 


16-02-199*! 



PCT/ISA/210 patent family annex) Qvly 1998) 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 

□ FADED TEXT OR DRAWING 

□ BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



